
Against an Increasingly 

User-Hostile Web

We're quietly replacing an open web that 

connects and empowers with one that restricts 

and commoditizes people. We need to stop it.

- Parimal Satyal 
Geek and Internet person
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the backstory



I love the web.
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Type 1 
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Solar-system
Type 3 
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1964, Nikolai Kardashev

0.7* 

* Sagan, C (1973) Jerome Agel. ed. Cosmic Connection: An Extraterrestrial Perspective. Freeman J. Dyson, David Morrison. 
Cambridge Press. ISBN 0-521-78303-8.  
 
For a nice, approachable introduction to the Kardashev scale, I’d recommend this small talk by Michio Kaku: https://
www.youtube.com/watch?v=tnmmnpj_pX8 

https://www.youtube.com/watch?v=tnmmnpj_pX8
https://www.youtube.com/watch?v=tnmmnpj_pX8


The web was big deal.

Imperfect, chaotic, unregulated, occasionally 

dangerous, confusing, exciting. 



🧐 ☎ 🎶



— Cyberspace, the old-fashioned way  
http://rhizome.org/editorial/2015/nov/30/oldweb-today/,  [Nov 30 2015]

Today's web browsers want to be invisible, merging with 
the visual environment of the desktop in an effort to 
convince users to treat "the cloud" as just an extension 
of their hard drive. In the 1990s, browser design took 
nearly the opposite approach, using iconography 
associated with travel to convey the feeling of going 
on a journey. 



— Neighborhoods avialable on Geocities in 1998, accessed via Internet Archive 
https://web.archive.org/web/19980703151237/http://www11.geocities.com/
neighborhoods/ 

https://web.archive.org/web/19980703151237/http://www11.geocities.com/neighborhoods/
https://web.archive.org/web/19980703151237/http://www11.geocities.com/neighborhoods/
https://web.archive.org/web/19980703151237/http://www11.geocities.com/neighborhoods/


(one of) 

humanity’s greatest inventions



the major websites of today's web are 

not built for the visitor, but as means 

of using her.



the web was born open



It all started with one man with one 

proposal: „Mesh”
Sir Tim Berners-Lee at CERN in March 1989.

Here’s the address: https://www.w3.org/History/1989/proposal.html 

http://www.w3.org/History/1989/proposal.html


First ever web page

1990. Here’s the address: http://info.cern.ch/hypertext/WWW/TheProject.html

http://info.cern.ch/hypertext/WWW/TheProject.html




First ever (graphical) web browser

Hypermedia Brower In 1993 by Tim Berners-Lee (on NeXTStep), http://info.cern.ch/NextBrowser.html 

http://info.cern.ch/NextBrowser.html


First ever web server

* Source: https://www.w3.org/community/webhistory/2013/04/03/restoring-the-first-website/#comment-480 

„httpd” 
128.141.201.74*

https://www.w3.org/community/webhistory/2013/04/03/restoring-the-first-website/#comment-480


and then…



Source: http://home.cern/images/2014/02/cern-makes-web-available-all 

http://home.cern/images/2014/02/cern-makes-web-available-all


Yahoo.com,  
[1 January 1996]



Promise of a

more connected
world



Promise of a

more connected
world

#IRC

* not technically the „web”



Sources: 
 http://bigblueball.com/wp-content/uploads/2009/03/client-shot.gif; 

 http://www.apfn.net/messageboard/04-07-04/odigo.gif ; 
http://suprematecnica.xpg.uol.com.br/suporte/instantmessages/odigo/odigo.htm 

http://bigblueball.com/wp-content/uploads/2009/03/client-shot.gif
http://www.apfn.net/messageboard/04-07-04/odigo.gif
http://suprematecnica.xpg.uol.com.br/suporte/instantmessages/odigo/odigo.htm


Promise of a

more global
world



Promise of a

more serendipitous
world



Sources: 
https://albion.bandcamp.com/track/when-the-machine-stops (2008)  

https://albion.bandcamp.com/track/when-the-machine-stops


Promise of a

more exciting
world





Of course, we’re indulging in a bit of 
nostalgia. There were a lot of messed up stuff 
in the 90s/2000s too.  

Love bug, Y2K, browser (non-)standards, 
ActiveX, pop-ups, ‘shareware’, Limp Bizkit…



The web was big deal.

Imperfect, chaotic, unregulated, occasionally 

dangerous, confusing, exciting. 



the web ≠ the internet

The internet itself started around 1969. Other protocols existed. 

Email (an early form) actually predates the web.  

Then there’s FTP, SMTP, Usenet  

Speaking of Usenet…



Source: http://web.archive.org/web/20100104211620/http://www.linux.org/people/
linus_post.html 

http://web.archive.org/web/20100104211620/http://www.linux.org/people/linus_post.html
http://web.archive.org/web/20100104211620/http://www.linux.org/people/linus_post.html


Source: http://web.archive.org/web/20100104211620/http://www.linux.org/people/
linus_post.html 

http://web.archive.org/web/20100104211620/http://www.linux.org/people/linus_post.html
http://web.archive.org/web/20100104211620/http://www.linux.org/people/linus_post.html


the modern web



The modern web is different

https, browser security, rich media,  

Doom on your browser?!





beautiful,  

responsive,  

adaptive,  

immersive,  

smart,  

engaging, 

personalised…



beautiful,  

responsive,  

adaptive,  

immersive,  

smart,  

engaging, 

personalised…

broken



Different values



Like an omnipotent eye embedded on Sir Berners-Lee's global system 

of interlinked documents, noting down everything you do and 

reporting to private entities who then sell this information for profit.







“close to four or five thousand data points on every 
adult in the United States”

- Mr. Alexander Nix presenting the work of Cambridge Analytica on the Ted Cruz 2016 Presidential campaign





For a primary, a second amendment might be a popular issue 
among the electorate. If you know that the personality of the 
people you're targeting, you can nuance your messaging to 
resonate more effectively with those key audience groups.  

So, for a highly neurotic and conscientious audience, you're going 
to need a message that is rational and fear-based, or 
emotion-based. In this case, the threat of a burglary or the 
insurance policy of a gun is very persuasive.

- Mr. Alexander Nix presenting the work of Cambridge Analytica on the Ted Cruz 2016 Presidential campaign







Where do they get this all data from?



Where do they get this all data from?

Mostly, you volunteer it. 

But they also track your navigation:  

where you click, what you see, what you search for, what you 

watch, what you buy, what you talk about…



The game is no longer about sending you a mail 
order catalogue or even about targeting online 
advertising. The game is selling access to the real-
time flow of your daily life –your reality—in order 
to directly influence and modify your behavior 
for profit. 

— Shoshana Zuboff (Frankfurter Allgemeine) 
The Secrets of Surveillance Capitalism

surveillance capitalism

http://www.faz.net/aktuell/feuilleton/debatten/the-digital-debate/shoshana-zuboff-secrets-of-surveillance-capitalism-14103616.html?printPagedArticle=true#pageIndex_2


— Shoshana Zuboff (Frankfurter Allgemeine) 
The Secrets of Surveillance Capitalism

http://www.faz.net/aktuell/feuilleton/debatten/the-digital-debate/shoshana-zuboff-secrets-of-surveillance-capitalism-14103616.html?printPagedArticle=true#pageIndex_2


— Shoshana Zuboff (Frankfurter Allgemeine) 
The Secrets of Surveillance Capitalism

http://www.faz.net/aktuell/feuilleton/debatten/the-digital-debate/shoshana-zuboff-secrets-of-surveillance-capitalism-14103616.html?printPagedArticle=true#pageIndex_2


You become a manipulable data point at the 

mercy of big corporations who sell their ability to 

manipulate you based on the data you volunteer.



what does this have to do with web design?



We make it possible. We web people do. 

(Sometimes unknowingly/unwittingly)

what does this have to do with web design?



— Maciej Ceglowski,  
founder of Pinboard



But it’s actually more like this:



— Maciej Ceglowski,  
founder of Pinboard



Source: https://twitter.com/xbs/status/626781529054834688  

https://twitter.com/xbs/status/626781529054834688


track the trackers



I ran a small test.

I took a random article on LeMonde.fr and ran some numbers. 

http://lemonde.fr


Le Monde, journal de référence 

Astronomie : la sonde Juno s’est 

mise en orbite autour de Jupiter

http://www.lemonde.fr/cosmos/twitter/2016/07/05/la-sonde-juno-a-initie-sa-mise-en-orbite-autour-de-jupiter_4963657_1650695.html
http://www.lemonde.fr/cosmos/twitter/2016/07/05/la-sonde-juno-a-initie-sa-mise-en-orbite-autour-de-jupiter_4963657_1650695.html


Le Monde, journal de référence 

Astronomie : la sonde Juno s’est 

mise en orbite autour de Jupiter

Dataskydd Webbkoll

Pingdom Website Speed Test

https://webbkoll.dataskydd.net/en
https://tools.pingdom.com/


Le Monde, journal de référence 

Astronomie : la sonde Juno s’est 

mise en orbite autour de Jupiter

1500 words 

5 images 

3 videos



Le Monde, journal de référence 

Astronomie : la sonde Juno s’est 

mise en orbite autour de Jupiter

1500 words 

5 images 

3 videos

3.9 MB page size 

174 cookies 

429 3rd-party requests 

132 3rd-parties contacted 

HTTPS not enabled 

HTTP Referrer leaked



An experiment 

I stripped LeMonde.fr’s article with to just the essentials.  

To analyse the Crap-to-Content ratio.

http://lemonde.fr


3 versions

Text  
+ Images  
+ Video

Text 
+ Images  

- Video

Text 
- Images  
- Video

A B C

A: http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle.html  
B: http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle-noVideo.html 
C: http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle-noVideoImages.html 

http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle.html
http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle-noVideo.html
http://webfiles.neustadt.fastmail.com.user.fm/leMondeJupiterArticle-noVideoImages.html


Original A B C

Total Size 3.9 MB 2.0Mb (51%) 174 Kb (4,36%) 8 Kb (0,2%)

Load Time 3.74s 1.20s (3x) 624 ms (6x)
225 ms (16x) 

Requests 680 77 (11%) 5 (0,74%) 1 (0.14%)

3rd-party 

Requests
429 28 4 0

% Content 

(HTML + Img)
21 % 5 % 100 % 100 %

Cookies 174 15 0 0

3rd Parties 

Contacted
132 12 2 0

Data based on connection from Stockholm, Sweden 
Tools: Pingdom and Dataskydd Webbkoll

https://tools.pingdom.com
http://webbkoll.dataskydd.net/en
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There’s a fair amount of “crap”



There’s a fair amount of “crap”

The actual article (text and three images, version B) makes up less than 6% of 

the total size of the page on LeMonde.fr. This means that 94% of the data 

transferred between you and LeMonde.fr has nothing to do with the article.



There’s a fair amount of “crap”

What about the video, you ask? Before you even play it, that one video adds 

over a 100 requests (60 of which are to 15 additional third parties) and 16 

third-party cookies.



There’s a fair amount of “crap”
The text + image version (Version B) is able to load the entire text and the 3 

images with only 5 requests and no cookies whatsoever.  

Adding a video should reasonably add one or two more requests and maybe 

one cookie, not 450 requests and 100 cookies, the majority of which are on 

behalf of companies you neither know nor trust, including those who track and 

sell your data for profit. 



There’s a fair amount of “crap”
The Le Monde page will continue to periodically transfer data and make 

additional requests even after it has completely loaded and as you scroll and 

interact with the page.  

If you don't use a content blocker, you will notice that in just a matter of minutes, 

over 30 MB of data will have been transferred between your browser and the 

100+ third parties. The number of requests will go into the thousands. 



LeMonde.fr contacts 100+ other websites. 
That’s sharing your data — your behaviour 
patterns, your navigation, your metadata — 
with third-parties you neither know nor 
necessary should trust.

http://lemonde.fr


That was pre-GDPR.  

Pre-Cambridge Analytica scandal. 

Any changes?







DataSkydd.net Webbkoll

Webbkoll monitors privacy-enhancing features on websites, and helps 
you find out who is letting you exercise control over your privacy. We 

check to what extent a website monitors your behaviour and how 
much they gossip about the monitoring to third parties, based on what 
can be observed when visiting a given page. We’ve also compiled a set 

of recommendations for how to not track or gossip in digital 
environments.

Source: https://webbkoll.dataskydd.net/en/about 

Independent tool implemented by developed by Anders Jensen-Urstad 
(programming, design) and Amelia Andersdotter (FAQ, legislative 

information) of Dataskydd.net, a Swedish non-governmental organization 
working on making data protection easy in law and in practice. 

https://webbkoll.dataskydd.net/en
https://webbkoll.dataskydd.net/en/about
https://anders.unix.se/
https://twitter.com/teirdes
https://dataskydd.net/






Source: https://www.adpushup.com/blog/cookie-syncing/ 

https://www.adpushup.com/blog/cookie-syncing/






Canvas Fingerprinting

One in 18 of the world’s top 100,000 websites track users 
without their consent using a previously undetected cookie-
like tracking mechanism embedded in ‘share’ buttons. The 

researchers traced 95 percent of canvas fingerprinting scripts 
back to a single company [AddThis].

KU Leuven. (2014, July 22). Computer privacy: Share button may share your browsing history, too. ScienceDaily. Retrieved 
July 12, 2016 from www.sciencedaily.com/releases/2014/07/140722091427.htm 

http://www.sciencedaily.com/releases/2014/07/140722091427.htm


Contextual, targeted, personalised. 

Relevant. 

but also 

Profiling. Filter bubble. Echo chamber. 

Forced consumption (Stockholm 

syndrome).





gatekeepers and walled gardens



how to speak to 3.5 billion people*

What would it take?

* Rough figure. Source: http://www.internetlivestats.com/internet-users/ 

http://www.internetlivestats.com/internet-users/
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Me You

http://www.internetlivestats.com/internet-users/


* Rough figure. Source: http://www.internetlivestats.com/internet-users/ 

Me You

how to speak to 3.5 billion people*

HTTP  
TCP/IP 

DNS
Web Server 

(Apache, Nginx)
Anyone,  

anywhere
Web-ready  

devicetext file
basic 

know-how

http://www.internetlivestats.com/internet-users/


how to speak to 3.5 billion people*

* Rough figure. Source: http://www.internetlivestats.com/internet-users/ 

Me You

free cheap free always 

getting 

cheaper

cost of 

internet 

access

cost of 

internet 

access

HTTP  
TCP/IP 

DNS
Web Server 

(Apache, Nginx)
Anyone,  

anywhere
Web-ready  

device
basic 

know-how

http://www.internetlivestats.com/internet-users/


That’s what the web made possible. 



It’s that simple. 

It’s romance over HTTP. 

Thoughts, emotions in little packets over TCP/IP. 

Me. A text file. A web server. DNS. And you.



No guardians. No authority. No T&C. No editors.  

Equal playing field, whether you’re American, 
French, a politican, someone with Asperger’s, a Lego 
enthusiast, a cosmologist in Nepal, an activist in 
Norway, a Star Wars fan in rural Germany.  

Or even a dog.



— Peter Steiner,  
New York Times (1993)

”On the Internet, no one knows you’re a dog.”



But most of the time we spend on the 

internet is not on the open web. 



But most of the time we spend on the 

internet is not on the open web. 

It’s on or mediated through a small number 

of dominant (and private) plateforms 

Facebook, Instagram, LinkedIn and Twitter.







— Francisco Goya's The Naked Maja (1800)



Absurd attempts at driving 

“engagement”

— Wish Dave a happy work anniversary. 

— What do you have on your mind? 

— Alex is attending an event near you. 

— Félix recently posted after a long time. 

— Be the first to comment. 

— Tell André what you think about his new profil photo



But these platforms thrive on "user engagement"—likes, comments, clicks 
and shares—and their algorithms are more likely to give visibility to 

content that generates this behavior. Instead of browsing, the web is for 
many an endless and often overwhelming stream of content and 

commentary picked out by algorithms based on what they think you 
already like and will engage with. It's the opposite of exploration. 

— Uhh, me. 
Rediscovering the Small Web

https://neustadt.fr/essays/the-small-web/


Network effect

This works because they know you'll agree to it. You'll say you 

don't have a choice, because your friends are all there—the 

infamous "network effect".  

This is Facebook's currency, its source of strength but also 

a crucial dependency. 



And this is what we often fail to realise:  

Without its users, Facebook would be nothing. Without 

Facebook, you would only be inconvenienced.  

Facebook needs you more than you need it. 



neustadt.fr

Rediscovering the Small Web

http://neustadt.fr
https://neustadt.fr/essays/the-small-web


restoring sanity



— Kaamran Hafeez,  
New York Times (2015)



For the web navigator

— Switch to Firefox (aka. Don’t use Chrome) 

— Content blocked (uBlock Origin) 

— Privacy Badger + HTTPS Everywhere 

— Think about information you share 

— Quit social media? 

— Use alternative services (see next slide) 

— Pay for services, support creators you appreciate 

— Demand a better web 



search email messaging

personal web hosting maps/navigation video calls



For the web professional

— HTTPS. 

— Avoid using scripts for everything 

— Avoid share buttons 

— Accessibility also: page size, Javascript, page weight, load time 

— Stand up against invasive tracking methods 

— Replace Google Analytics with alternatives (Piwik/Plausible) 

— Avoid ad networks (like the plague!) 

— Respect Do Not Track! 

— GDPR is meant to protect your privacy. Not a legal hassle. 

— Respect your users



I shall be telling this with a sigh 
Somewhere ages and ages hence: 
Two roads diverged in a wood, and I— 
I took the one less traveled by, 
And that has made all the difference.

— Robert Frost,  
The Road Not Taken



What do we want the web to be? 

Do we want it to be open, accessible, 

empowering and collaborative? 

Free,  in the spirit of CERN’s decision in 1993, or 

of the web’s open source backbone?



What do we want the web to be? 

Or just another means of endless consumption, 

where people are eyeballs, targets, profiles? Where 

companies use your data to control your 

behaviour? Which enables a surveillance society?



That will make all the difference.



thank you 

merci 

vielen dank 

mange tak 

grazie 

धन्यवाद

Intro coffee animation: http://giphy.com/gifs/coffee-cinema-4d-rPYSkVDPf7elq (Doze Studios) 

Under construction GIFs: http://www.mikesfreegifs.com/main4/underconstruction/conunderc.gif, http://
www.animatedgif.net/underconstruction/construction.shtml  

Icons by icons8.com  

http://giphy.com/gifs/coffee-cinema-4d-rPYSkVDPf7elq
http://www.mikesfreegifs.com/main4/underconstruction/conunderc.gif
http://www.animatedgif.net/underconstruction/construction.shtml
http://www.animatedgif.net/underconstruction/construction.shtml
http://icons8.com
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